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Methods and systems for blockchain token-based access
control in which an access control rule sets an access
condition that is satisfied if a wallet address holds one or
more specified non-fungible tokens or tokens having speci-
fied attributes. To conduct in-person or on-location token-
based gating, the system may employ pre-authentication of
a wallet address. An identifier may be stored securely on
both the system and a user device following pre-authenti-
cation. When seeking access, a user device provides iden-
tification data generated based on the identifier and the
system verifies that the identification data was generated
based on the identifier and, on that basis, retrieves a pre-
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METHODS AND SYSTEMS FOR
PRE-VALIDATING TOKEN-BASED ACCESS
CONTROL

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims priority to U.S.
provisional patent application No. 63/358,571 filed Jul. 6,
2022, the contents of which are hereby incorporated by
reference.

TECHNICAL FIELD

[0002] The present disclosure relates to computer-imple-
mented access control systems and methods and, in particu-
lar, systems and methods for pre-validating a blockchain
wallet in the context of token-based access control.

BACKGROUND

[0003] In many online access control systems, a rule set
may determine the conditions under which access is granted
or denied to a requesting device. For example, a rule may
require that the requesting device provide authorized cre-
dentials prior to providing access to a resource. As another
example, a rule may provide that a requesting device with a
particular characteristic is blocked from accessing a
resource, e.g. a certain device type, geographic location,
operating system, or other features or characteristics of the
requesting device. In some cases, access may be based on
blockchain data associated with a blockchain wallet, such as
tokens held by the wallet.

[0004] To determine whether to grant access, a computing
system obtains at least a wallet address and a digital signa-
ture from a requesting device. The system verifies that the
digital signature proves control or ownership of the wallet
address and it then determines from blockchain data whether
the verified wallet address meets the access condition speci-
fied in the access control rule, such as holding one or more
non-fungible tokens of a specified class or type. In some
instances, token-based access control may be used for in-
person gating, such as to access a product, service, discount,
etc., at a point-of-sale system, or to physically access a
venue or event.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Embodiments will be described, by way of
example only, with reference to the accompanying figures
wherein:

[0006] FIG. 1 is a simplified example system;

[0007] FIG. 2 is a high-level schematic diagram of a
computing device;

[0008] FIG. 3 shows a simplified organization of software
components stored in a memory of the computing device of
FIG. 2,

[0009] FIG. 4 graphically illustrates an example segment
of a blockchain recording non-fungible tokens;

[0010] FIG. 5 shows, in flowchart form, one example
method of token-based access control;

[0011] FIG. 6 shows, in flowchart form, another example
method of token-based access control;

[0012] FIG. 7 is a block diagram of an e-commerce
platform, in accordance with an example embodiment; and
[0013] FIG. 8 is an example of a home page of an
administrator, in accordance with an example embodiment.
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[0014] Like reference numerals are used in the drawings to
denote like elements and features.

DETAILED DESCRIPTION OF EMBODIMENTS

[0015] In one aspect, the present application discloses
computer-implemented methods. The method may include
receiving, at a computing system, a digital signature and a
wallet address; and validating the digital signature and,
based on validation, storing the wallet address in association
with an identifier. The method may then further include
receiving, from a user device, an access request including
identification data, the identification data purporting to be
based on the identifier; confirming that the identification
data is based on the identifier; responsive to confirming that
the identification data is based on the identifier, retrieving
the wallet address associated with the identifier; determin-
ing, based on blockchain data from a blockchain network,
that the wallet address is associated with one or more tokens
and that the one or more tokens satisfy an access condition
associated with the access request; and responsive to deter-
mining that the wallet address is associated with the one or
more tokens and that the one or more tokens satisty the
access condition associated with the access request, per-
forming an action.

[0016] In some implementations, the access request is
received from the user device via a short-range communi-
cation module in a computing device coupled to the com-
puting system. In some cases, performing an action includes
outputting a success signal at the computing device coupled
to the computing system. The success signal may be an
audio-visual signal.

[0017] In some examples, the short range communication
module includes a scanning device and the identification
data includes a hash of the identifier. In some cases, the
scanning device includes an optical scanning device config-
ured to obtain a QR code displayed on the user device, and
the QR code encodes the identification data.

[0018] In some implementations, the identification data
may be generated by the user device using the identifier and
a nonce, and confirming may include independently gener-
ating the nonce; hashing the nonce together with the iden-
tifier stored in association with the wallet address to obtain
a hash result; and confirming that the hash result matches the
identification data received. The nonce may be time-based.

[0019] In some implementations, storing includes storing
the wallet address and the identifier in association with a
user identifier, wherein receiving the access request further
includes receiving the user identifier, and wherein confirm-
ing further includes retrieving the identifier from memory
based on the user identifier. The user identifier may include
a device identifier or a user account identifier for a user
account on the computing system. In some cases, the com-
puting system is an e-commerce system, the user identifier
is the user account identifier for the user account on the
e-commerce system, and the user account identifier is asso-
ciated with an e-commerce application on the user device.
[0020] In some implementations, receiving the access
request includes receiving the access request from the user
device by an on-location computing device coupled to the
computing system, wherein the on-location computing
device includes an image sensor and receiving includes
detecting a machine-readable code displayed on a display
screen of the user device. In some examples, the on-location
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computing device is one of an automated turnstile, a hand-
held scanning device, a smartphone, a tablet, or a point-of-
sale device.

[0021] In some implementations, the access request
includes a request to obtain a limited access item or a request
to enter a limited access event.

[0022] In another aspect, the present application discloses
a computing system including one or more processing units,
one or more data storage units, and memory storing proces-
sor-executable instructions that, when executed by the one
or more processing units, are to cause the processing units
to carry out the operations of one or more of the methods
described herein.

[0023] In yet another aspect, a non-transitory, computer
readable storage medium is disclosed. The medium may
store processor-executable instructions that, when executed,
cause one or more processors to carry out the operations of
one or more of the methods or processes described herein.
[0024] Other example embodiments of the present disclo-
sure will be apparent to those of ordinary skill in the art from
a review of the following detailed descriptions in conjunc-
tion with the drawings.

[0025] In the present application, the term “and/or” is
intended to cover all possible combinations and sub-com-
binations of the listed elements, including any one of the
listed elements alone, any sub-combination, or all of the
elements, and without necessarily excluding additional ele-
ments.

[0026] In the present application, the phrase “at least one
of...and...” is intended to cover any one or more of the
listed elements, including any one of the listed elements
alone, any sub-combination, or all of the elements, without
necessarily excluding any additional elements, and without
necessarily requiring all of the elements.

[0027] In the present application, the terms “e-commerce
platform” or “e-commerce system” refers broadly to a
computerized system (or service, platform, etc.) that facili-
tates commercial transactions, namely buying and selling
activities over a computer network (e.g., Internet). An
e-commerce platform may, for example, be a free-standing
online store, a social network, a social media platform, and
the like. Customers can initiate transactions, and associated
payment requests, via an e-commerce platform, and the
e-commerce platform may be equipped with transaction/
payment processing components or delegate such process-
ing activities to one or more third-party services. An e-com-
merce platform may be extendible/extensible by connecting
one or more additional sales channels representing platforms
where products can be sold. The e-commerce platform may
serve one merchant in some implementations. The e-com-
merce platform may be a multi-merchant platform in other
cases, where each merchant is able to use some or all of the
available services to configure an online storefront and
provide commerce services to customers of the online
storefront. A multi-merchant e-commerce platform may
operate across a range of geographic regions, and may
operate in multiple countries, currencies, and time zones.
[0028] Some of the examples below refer to a “product
record”. A product record in this context may refer to data
regarding a specific product item, or a specific version of
that product item. The data may include details of the
product item, technical specifications, narrative description,
image(s) of the product item, customer reviews, pricing
information, inventory information, shipping information,
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or any other product data of a similar nature. In some cases
a product record may be a web page. In some cases, the
product record may be an XML record. The product record
may be embodied in any other suitable mark-up language or
other coding language.

[0029] The growth of blockchain networks has led to the
development of non-fungible tokens (NFTs). Each NFT is a
unique combination of characteristics/attributes and/or
media. Each NFT also has a unique token ID.

[0030] In many implementations, a smart contract may be
created for the purpose of minting and/or tracking NFTs.
The Ethereum blockchain network has an associated stan-
dard, ERC-721, providing a reference implementation of a
smart contract for tracking and managing NFTs. Various
other standards, such as ERC-1155 for fungible and non-
fungible tokens and/or ERC-20 for fungible tokens, may
apply. In some cases, the NFTs generated by a smart contract
may form a collection, in that the NFTs generated by that
smart contract have some limited universe of possible attri-
butes or characteristics. In some cases, the NFTs in a
collection are computer-generated art in which various lay-
ers of digital art are made available for pseudo-randomized
selection to generate each unique digital media. The layers
may correspond to particular characteristics, such as various
eyes, mouths, hats, accessories, etc., used to generate a
unique digital image. In some other cases, the NFTs in a
collection may be images or videos that relate to a particular
type of activity, sport, or other interest, such as images or
videos of particular football players, video clips from base-
ball plays, photographs of a specific celebrity or group of
celebrities, etc. Example NFT collections include, for
example, the “Bored Ape” collection, the “NBA Tm Top-
Shot” collection, or the “Invisible Friends” collection.
[0031] A smart contract is executable computer code
recorded on the blockchain that, when properly “called” in
a subsequent blockchain transaction, executes so as to carry
out its defined operations. In the case of an NFT smart
contract, a minting operation may cause the smart contract
to produce a new unique NFT that corresponds to a particu-
lar one unique NFT. That unique NFT may be digital art, an
image, a video, or a combination thereof in some examples.
Each NFT may have associated attributes or characteristics.
Example attributes include the elements pseudo-randomly
selected for generation of the digital image, such as specific
eyes, mouth, accessories, etc., for an image of a character.
Another set of example attributes may be the context or
characteristics of a particular image or video, such as the
identity of the person/player featured, the team or teams
involved, the date, the score, the type of play, or other such
features.

[0032] Once NFTs are minted, they may be made available
through an online marketplace in some cases. Various wal-
lets, i.e. network-connected computing devices with block-
chain wallet software operating thereon, may initiate block-
chain transactions to obtain and/or transfer NFTs.
Ownership of an NFT by a wallet is recorded on-chain and
is verifiable by third parties. In some cases, a wallet may
own a plurality of NFTs. The ownership of those NFTs may
be verifiable by third parties based on a query to the
blockchain network, i.e. to a blockchain node, providing
data from the wallet, such as a wallet address and/or a public
key associated with the wallet. In some cases the query may
identify the NFTs by way of unique identifiers, or by way of
an identifier for the NFT collection to which they belong.
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The blockchain node may respond by providing verification
that the public key provided is associated with the NFT as
reflected in the data recorded on the blockchain. The NFT
smart contract may provide functions for verifying NFT
ownership data.

[0033] While many NFTs have been generated to repre-
sent ownership interest in some auto-generated digital
media, in other cases NFTs may be used as a “proof-of-
purchase” or a receipt or record of ownership or investment.
In this context, NFTs may indicate a history of purchases or
certain product items and, in some cases, record current
ownership of those product items. An NFT may be as simple
as a record of purchase (receipt) for various common items
from a grocery store. In some cases, the NFT may be a
record of ownership of a non-perishable real-world item,
such as real estate, a financial instrument, an automobile,
etc.

[0034] In yet other examples, NFTs may be used as a
“ticket” for access or as a “proof-of-attendance”. For
instance, a concert ticket may be minted and recorded as an
NFT, which when validated at a venue (e.g. using a QR code
scanner or the like to obtain a wallet identifier and an NFT
identifier and then validate ownership via a blockchain
query) grants the holder of the user device access to the
concert. As another example, an NFT may record the fact of
attendance at an event, such as a training course or a social
event. NFTs may signal membership in a club, attendance at
a restaurant, participation or level or progress in an online
game, or any other such events.

[0035] Access control systems may rely on pre-generated
rule sets that specify conditions for granting or denying
access to a resource. An administrator of such a system must
usually determine the applicable condition or combination
of conditions in advance and embody them in suitable access
control rules. The system then, in response to a request for
access from a requesting device, retrieves the access control
rules and assesses whether the requesting device and/or its
present context meets the condition or combination of
conditions specified in one of the access control rules.
Access to the resource is then granted or denied based on
that assessment. In this manner, the system gates access to
the resource based on the condition or combination of
conditions.

[0036] In some situations, access control rules may be set
that include conditions relating to token holdings. That is, an
access control rule may limit access to the online resource to
user devices that have a blockchain wallet associated with
ownership of one or more tokens or types of tokens. The
tokens may be fungible or non-fungible. The condition may
indicate that the token or tokens be from one or more
specific collections or categories of tokens. The condition
may indicate that the token from a certain collection is to
have one or more particular attributes or features. There are
a range of token-based access conditions that may be set.

[0037] In some examples, the restricted online resource
may be a webpage, server login, computer game, livestream,
or other such online resource to which access may be
controlled. In an illustrative example, the online resource
may be an e-commerce product or service. That is, access to
one or more products or services available via an e-com-
merce system or platform may be controlled based on
ownership of one or more tokens (e.g. NFTs) having certain
characteristics or attributes. In some cases, the access is to
a version of a webpage or other online resource associated
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with the product or service that includes a discount or
incentive not otherwise available for that product or service.
The online resource may be accessed by a computing device
via a webpage or mobile app interface, wherein a remote
server, e.g. an e-commerce platform, determines that access
by the computing device is permitted based on verification
that one or more NFTs meeting the access conditions are
associated with the computing device. In some cases, the
restricted resource is access to a venue or event, wherein the
NFT serves as a ticket permitting the holder to access the
venue or event once ownership of the NFT is validated at a
point-of-access. In another example, the NFT may serve as
a coupon or the like, such that when ownership of the NFT
is proven at a point-of-sale location the holder of the NFT is
entitled to a free or discounted item.

[0038] To prove ownership of one or more tokens, a user
connecting to a system through a user device causes the user
device to provide wallet information to the system. This may
employ certain WalletConnect protocols, in some cases. The
system may challenge the user device using a message, and
the user device may provide the system with a wallet address
and a digital signature over the message that evidences
possession by the user device of the private key that corre-
sponds to a public key associated with the wallet address.
The system may cryptographically verify that the digital
signature corresponds to the wallet address, thereby authen-
ticating the wallet address as being owned by the user of the
user device. The system may then obtain data from a
blockchain network regarding the wallet address, for
example, ownership data detailing the fungible or non-
fungible tokens held by that wallet address. In this manner,
the system is able to determine that the user device is
associated with the wallet address, validate using the block-
chain which tokens the wallet address holds, and determine
whether those tokens satisfy the access condition.

[0039] One technical challenge is that the above-described
process may involve multiple communications between the
user device and the computer system and one or more
external services providing blockchain data. In the context
of a point-of-sale or physical access control location, this
may be excessively slow and may result in long slow
moving lines. As an example, when dealing with a high
volume event, such as a flash product give-away that is
based on NFT ownership, or gating access to a concert or
sports event, the speed at which NFT ownership is validated
is important to ensure speedy throughput. At the same time,
the system must be able to guard against unauthorized
access. Harly pre-clearance of a user device based on the
contents of a wallet address at an earlier time may result in
later granting access to the holder of that user device at a
time when the wallet address no longer holds the requisite
NFT(s). Depending on design, this could also possibly lead
to double-use of the same NFT(s) by different persons to
access the same product or event.

[0040] Accordingly, in some aspects, the present applica-
tion provides for methods and systems for pre-validating
token-based access to improve throughput and speed of
on-location gating, but using processes that do not compro-
mise security of access.

[0041] In order to conduct on-location gating in connec-
tion with blockchain token-based access control, the com-
puting system includes an on-location computing device to
which it is coupled and which is configured for communi-
cation with a user device presented at the location. The
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on-location computing device may include a short-range
communication module in some cases for receiving short
range communications from the user device. In some
examples, the short-range communication module may
include inductive coupling, such as near-field communica-
tions (NFC), electromagnetic communications such as WiFI
Direct TM or Bluetooth TM , or other such short-range
communications protocols. In some cases, the short-range
communication module may include an imaging device,
such as a camera or other such scanning device, to capture
image data displayed by the user device. For example, the
computing device may include a camera configured to
capture a QR code (or the like) displayed by the user device
and which encodes data for transmission to the computing
device.

[0042] In order to conduct a challenge and receive a
response to the challenge, such as a digital signature, the
computing device may need to transmit data, such as a
challenge message, to the user device. This may occur over
a short-range or long-range communication channel in some
cases. However, in some examples of the present applica-
tion, the authentication of the wallet address as being
associated with the user device occurs prior to the on-
location access control point. The pre-authentication of the
wallet address may occur over a long-distance communica-
tion channel, such as WLAN, WAN; etc. During the pre-
authentication stage, the user device may engage in a wallet
connect operation with the computing system. Such a wallet
connect operation may include receiving a challenge mes-
sage at the user device and providing a digital signature to
the computing system over the challenge message. The
computing system may then verify that the digital signature
validates ownership of the wallet address. In order to enable
later reference to the pre-authentication operation, the com-
puting system may provide the user device with an identifier,
or the identifier may be sent to the computing system by the
user device. In some cases, the computing system and user
device independently determine the identifier using a deter-
ministic protocol. The computing system stores the identifier
in association with the wallet address. In some cases, the
identifier is further stored in association with a user identi-
fier, such as an account identifier or the like.

[0043] Inthis manner, when the user later interacts with an
on-location computing device in order to request access, the
user causes the user device to generate identification data
from the identifier and to transmit or display the identifica-
tion data to the on-location computing device as part of an
access request. The on-location computing device and/or
computing system receives the access request and, in par-
ticular, the identification data (for example through scanning
of a QR code, or via an NFC transmission) and may verify
that the identification data is based on an identifier that
corresponds to a pre-authenticated wallet address stored in
memory at the computing system. In this manner, it verifies
that the presented user device corresponds to the pre-
authenticated wallet address, without having to send a
challenge message to the user device and without having to
conduct cryptographic operations to authenticate the wallet
address at the time of on-location gating. It may then
conduct the second stage of access control by confirming
from blockchain data that the pre-authenticated wallet
address contains the requisite NFT(s) specified by the access
condition. The result of the access control test may be
determined by or communicated to the on-location comput-
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ing device which may then perform an action in response to
the access request. The action may include outputting a
notification by the on-location computing device, such as a
visual or audible alert indicating the result. The audible
and/or visual alert may indicate access permitted or access
denied depending on the test result. The on-location com-
puting device may be a range of possible computing devices,
including, as examples, a smart phone, a tablet, a handheld
scanner, an access gate/turnstile, or a point-of-sale device.

[0044] It will further be appreciated that the pre-authen-
tication of the wallet address in embodiments in which the
short-range on-location communication is by way of QR
code or NFC communications, may mean only a one-way
communication is required, i.e. from user device to on-
location computing device. The computing device does not
need to send the user device a challenge message or other-
wise establish a two-way communication channel. In some
embodiments, it may simply scan a displayed QR code, bar
code, or other machine-readable displayed data. This may
simplify the communications complexity at the on-location
gating thereby reducing delay and the possibility of failed
communications or technical issues during access control.

[0045] The pre-authentication may, in some cases, occur
using a device other than the user device. For example, a
user may initiate a pre-authentication operation with the
computing system using a web browser or application on a
laptop or other personal computer. The pre-authentication
operation may be initiated in association with a user iden-
tifier, such as an account identifier associated with the user
and known to the computing system. When presenting the
user device for on-location access control, the user device
may be configured to provide identification data (for
example via QR code) to the on-location computing device.
The identification data is generated based on the identifier.
In the case where the identifier is an account code or other
user identifier known to the computing system, it may also
be provided to or stored in the user device at an earlier time
when the user device is logged into the computing system.
In some cases, the user device may include a mobile
application or the like that is linked to or associated with the
computing system. The mobile application may receive and
store the identifier from the computing system. The identifier
may be stored in a secure location in memory on the user
device, and may be used by the mobile application to
generate the identification data that is provided to the
on-location computing system, in some examples.

[0046] A security issue may arise in these circumstances in
which a pre-authenticated wallet address is associated with
an identifier and that identifier is stored on a user device. If
the user device is configured to generate and output (e.g.
display) identification data that corresponds to the identifier
(e.g. 2 QR code), then that output may be copied and shared
(intentionally or unintentionally) with other devices that
may then use that output to gain unauthorized access or
duplicate access. In some implementations, the identifica-
tion data may be generated based on the identifier in a
manner that includes a time-linked element or nonce so as to
ensure a pre-generated QR code or other identification data
output cannot be later used to gain access. That is, the
identification data needs to be generated within a short time
window at the time of gating access.

[0047] One mechanism for ensuring non-use of pre-gen-
erated identification data is to rely on an identification data
generation algorithm that uses a static seed (e.g. the identi-
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fier) and a moving factor (e.g. a time step). Time steps may
be based on network time, Unix time, or another time base
that can be determined by both the on-location computing
device and the user device. The time step may be in
increments of 30 seconds, 60 seconds, or some other win-
dow. The identifier and time step may be input to a hash
function to generate the identification data. The QR code or
other output generated by the user device may include an
account, user, wallet address, or other identification element
that the computing system may be determined corresponds
to a stored pairing of the wallet address and identifier. The
QR code may further include the generated identification
data, which may be a hash of the identifier and time step.

[0048] At the on-location computing device (or computing
system if it is sent the scanned data by the computing
device), the scanned identification data is verified by retriev-
ing the identifier from memory (based on the identification
element provided, such as the wallet address or other such
data) and hashing it together with the current time step. If the
result matches the identification data obtained from the user
device, then the computing system has verified that the user
device is in possession of the identifier and it may proceed
to the second stage of access control by verifying that the
wallet address holds the requisite NFT(s).

[0049] Reference will now be made to FIG. 1, which
diagrammatically illustrates a simplified example system
1000 in accordance with an aspect of the present application.
In this example, the system 1000 includes a network-
connected server, which in this example is an e-commerce
system 1004, and a plurality of user devices 1002. The user
devices 1002 and e-commerce system 1004 may communi-
cate over a network 1006. The network 1006 may include
interconnected wired and/or wireless networks, including
the Internet. The user devices 1002 may include a range of
computing devices, such as laptops, desktops, tablets, smart-
phones, and the like.

[0050] The e-commerce system 1004 may be imple-
mented using one or more servers. The e-commerce system
1004 may include data storage 1008, which may include one
or more databases or other data structures within or acces-
sible to the servers. The data storage 1008 may include
merchant data 1010 regarding merchant accounts with the
e-commerce system 1004, including merchant identifiers
and settings and parameters for respective merchants. The
data storage 1008 may further include product records 1012.
In some cases, each merchant account has a set of associated
product records 1012 reflecting the products or services
offered via that merchant account. The product records 1012
may include details regarding one or more products, images,
pricing, shipping information, technical parameters, textual
description, reviews, or other data regarding the product.
Product records 1012 may be grouped into classes and/or
subclasses.

[0051] The user devices 1002 may include a web browser
1020 and/or a mobile application 1022 through which the
user device 1002 is able to connect with the e-commerce
system 1004 in order to browse a merchant’s online store
interface so as to view available products or services. The
web pages or other resources served to the user devices 1002
via the web browser 1020 or mobile application 1022 may
be generated or obtained from the stored product records
1012. As a user device 1002 searches or browses products
from a particular merchant, the e-commerce system 1004
may retrieve the corresponding product records 1012 for
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causing display of the product data on the user device 1002.
In some implementations, the merchant data 1010 may
include settings or parameters that configure the Ul and
presentation served to the user devices 1002, thereby pro-
viding users with a merchant-specific storefront within
which to browse and purchase items.

[0052] The e-commerce system 1004 includes an access
controller 1024. The access controller 1024 may be imple-
mented by way of suitable computer executable code for
regulating access to some or all of the product records 1012
and other data within the e-commerce system 1004. In one
example, the access controller 1024 may limit access to
some or all of the features or options available by way of
user authentication. That is, user’s, such as customers or
merchants, accessing the e-commerce system using a remote
device must provide valid user credentials to be authenti-
cated. Once authenticated, the user is granted the level of
access corresponding to their user type or class. A merchant
user may gain access to edit its product records 1012, store
design, and some of its merchant data 1010. In some cases,
a customer user need not provide any user credentials and is
permitted to browse merchant stores or to make purchases in
a “guest” mode. If credentials are provided, the user may be
“logged in” to a user account that enables access to addi-
tional features or saved preferences, including purchase
history, loyalty points, saved purchase credentials (e.g.
credit card details), or other user-specific features.

[0053] In some cases, the access controller 1024 may be
configured to validate tickets to events or venues, such as for
concerts, sporting events, or the like. The tickets may have
been purchased through the e-commerce system 1004. In
some cases, the tickets or event have a corresponding
“product” record 1012 which the user devices 1002 may
view and based on which the user may purchase a ticket to
gain access to the event.

[0054] In this example, the network 1006 further includes
a blockchain network 1030. The blockchain network 1030
may operate in accordance with a blockchain protocol, such
as Bitcoin or Ethereum, as examples. The user device 1002
may include a wallet application 1032, which is a blockchain
application on the user device 1002 that may store block-
chain-related data. In some cases, the wallet application
1032 may securely store public and private key pairs asso-
ciated with the user device 1002. The public keys may be
shared and made publicly available for the purpose of
receiving blockchain-based data transfers of fungible or
non-fungible tokens. The private keys may be stored
securely and confidentially and may be used by the wallet
application 1032 in certain signature operations for provid-
ing digital signatures that prove ownership of corresponding
public keys, among other things. The public keys may
represent or be mathematically linked to corresponding
wallet addresses. The wallet address may be referenced in
blockchain transactions as a sender or recipient of digital
assets. A given wallet address may be recorded as the
“owner” or holder of one or more digital assets, as reflected
by the blockchain. The wallet application 1032 may be
referred to as a simplified payment verification (SPV) client
in some implementations.

[0055] The wallet application 1032, in this example, may
include NFT data with regard to one or more NFTs associ-
ated with the user device 1002. The NFT data may include,
in some cases, an NFT identifier, a public key associated
with the wallet (e.g. a wallet identifier or address), a trans-
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action identifier associated with ownership of the NFT, an
NEFT collection identifier, a smart contract identifier, or other
such data regarding the NFT and/or its ownership by the user
device 1002. In some cases, the NFT data may include
additional data regarding the NFT itself, such as associated
media (e.g. image or video), attributes, or a textual descrip-
tion.

[0056] In some implementations, the wallet application
1032 may be configured to provide data to the e-commerce
system, such as wallet address information and/or NFT data.
For example, the wallet application 1032 may use an open-
source WalletConnect protocol or other such protocol to
connect and interact with decentralized applications
(dApps). In some cases, the connect protocol may be used to
connect the wallet application 1032 to the mobile applica-
tion 1022. In some cases the connect protocol may be used
to connect the wallet application 1032 to the web browser
1020. In short, the wallet application 1032 is configured
such that it is able to securely provide wallet address and/or
NFT data to the e-commerce system regarding NFTs pur-
portedly owned by the user of the user device 1002, and/or
to authenticate the user device’s 1002 possession of certain
public keys associated with particular wallet addresses.
[0057] The access controller 1024 may be configured to
control access to one or more of the product records 1012
based upon access control rules 1026. Each access control
rule 1026 may specify one or more product records 1012, or
a class of product records 1012, to which it applies. Each
access control rule 1026 may be associated with a specified
one of the merchant accounts. Each access control rule 1026
may further include a condition for obtaining access to the
associated one or more product records 1012 or class of
product records 1012. The condition, in these examples,
includes ownership of one or more NFTs meeting token
criteria such as a specified set of attributes.

[0058] The e-commerce system 1004 and, in particular,
the access controller 1024, may be configured to verify that
a user device meets an access condition within an access
control rule 1026 at certain points during a user session.
Specifically, the access controller 1024 may be triggered to
verify an access condition is satisfied if a restricted access
product record is requested during a first phase of a user
session, such as during product browsing or product search.
The access controller 1024 may further be triggered to verify
the same access condition is satisfied if that restricted access
product record is referenced when a request for checkout is
received and/or a payment operation is initiated. In other
words, the same access control rule 1026 applicable to a
product record 1012 may be checked at multiple points
during the user session, such as when the product record
1012 is first requested during browsing or search, when the
product identifier for that product record 1012 is referenced
in an add-to-cart request, when the product identifier or cart
object containing that product identifier is referenced in a
checkout request, or when the product identifier or cart
object containing that product identifier is referenced in a
payment request, as examples.

[0059] In the examples in this application, the system
1000 further includes an on-location computing device 1042
coupled to the e-commerce system 1004. The on-location
computing device 1042 may be a point-of-sale device or
kiosk, an automated turnstile, a smartphone, a tablet, or any
other such computing device. The on-location computing
device 1042 is configured for data communications with the
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e-commerce system 1004 and for short-range communica-
tions with one or more of the user devices 1002 at the
location. The short-range communications may be, for
example, NFC, WiFi Direct™, Bluetooth™, etc. In some
cases, the short-range communications may be one-way user
device to computing device communications, such as
through display of machine-readable elements on the user
device 1002 and scanning or imaging of those elements by
the on-location computing device 1042. In such implemen-
tations, the short-range communication module in the on-
location computing device 1042 may include an imaging
device, such as a camera.

[0060] The access controller 1024 may be configured to
obtain a wallet address and a digital signature from one of
the user devices 1002, and to validate that the digital
signature confirms ownership of a public key corresponding
to the wallet address. It may further be configured to store
the wallet address, digital signature, and/or message signed
by the digital signature in association with an identifier, as
indicated by reference 1040. In some cases, the wallet
address and identifier 1040 are stored in association with
additional data regarding the user and/or the user device
1002, such as user account number with the e-commerce
system 1004, a user identifier (e.g. name, phone number,
email address, or other identifier), user device identifier, etc.
[0061] The e-commerce system 1004 may further include
a blockchain network API 1028 configured to obtain block-
chain data from the blockchain network, such as ownership
data regarding a particular wallet address. The blockchain
network API 1028 may be configured to query a blockchain
node within the blockchain network. In some implementa-
tions, the e-commerce system 1004 itself operates a block-
chain node. The blockchain network API 1028 may receive
a request for token information from the access controller
1024, which may provide one or more wallet addresses. The
blockchain network API 1028 may then query the block-
chain network for token ownership information with respect
to the wallet addresses and may receive data specifying the
tokens owned by each of the respective wallet addresses
according to the blockchain. The blockchain network API
1028 may then pass that token ownership information to the
access controller 1024 to enable it to determine whether one
or more of the wallet addresses satisfy the access condition
(s) of a particular access control rule 1026.

[0062] The condition in an access control rule 1026 may
include ownership of an NFT meeting specified token cri-
teria. Accordingly, the e-commerce system 1004 may obtain
(or may have previously obtained) wallet data from the user
device 1002 and may query the blockchain network 1030 to
validate that the user device 1002 is associated with an NFT
as owner according to the blockchain and that the NFT has
the requisite certain attributes.

[0063] In the examples described herein, the user device
1002 provides the e-commerce system 1004 and, in particu-
lar, the access controller 1024 with a wallet address and a
digital signature via the network 1006. The user device 1002
may establish a user session with the e-commerce system
1004 over the network 1006 and may use Wallet Connect or
similar protocols. The access controller 1024 authenticates
the digital signature to verify that the user device 1002 holds
the private key corresponding to a public key linked to the
wallet address. Once authenticated, the e-commerce system
1004 stores the pre-authenticated wallet address and an
identifier. The identifier may be any nonce or other unique
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code known to both the e-commerce system 1004 and the
user device 1002. In one example, the identifier may be a
session token. In another example the identifier may be
generated by the user device 1002 and the e-commerce
system 1004 using a hash of a session token and user data
such as an account number or user identifier or the like.
Other mechanisms may be used to generate a unique iden-
tifier that may then be stored at both the user device 1002
and the e-commerce system 1004.

[0064] At a later time, the user device 1002 is present at
the same location as the on-location computing device 1042.
The user device 1002 generates and outputs identification
data based on the identifier stored within the user device
1002. The identification data may include a hash of the
identifier. In some implementations, the identification data
may include a time-variant element to ensure the hash is a
time-sensitive one-time hash of the identifier. The data
output by the user device 1002 may include other identifying
data, such as the wallet address, a user identifier, a device
identifier, an account identifier, or another such data ele-
ment. The output data may be encoded in a machine readable
code displayed on the screen of the user device 1002, such
as a QR code, bar code, or the like.

[0065] The on-location computing device 1042 receives
the data output by the user device 1002, for example through
image capture of the QR code or over a short-range NFC
connection or some other short-range communication chan-
nel. The on-location computing device 1042 (or the e-com-
merce system 1004 in some implementations) validates that
the identification data corresponds to an identifier stored in
association with a pre-authenticated wallet address. If the
identification data corresponds to an identifier stored with a
pre-authenticated wallet address, then the on-location com-
puting device 1042 (or the e-commerce system 1004) veri-
fies using blockchain network data that the wallet address
holds the one or more NFT(s) specified by an applicable one
of the access control rules 1026.

[0066] In some implementations, the on-location comput-
ing device 1042 may include audio and/or visual output
devices to signal whether the access control rule has been
satisfied or not. An audible tone and/or lights/images may
indicate success (access granted) or failure (access denied).

[0067] The e-commerce system 1004, the on-location
computing device 1042, and/or the user devices 1002 may
be implemented using one or more computing devices. FIG.
2 is a high-level diagram of an example computing device
200. The example computing device 200 includes a variety
of modules. For example, the example computing device
200 may include a processor 210, a memory 220, an input
interface module 230, an output interface module 240, and
a communications module 250. As illustrated, the foregoing
example modules of the example computing device 200 are
in communication over a bus 260.

[0068] The processor 210 is a hardware processor. The
processor 210 may, for example, be one or more ARM, Intel
x86, PowerPC processors, or the like.

[0069] The memory 220 allows data to be stored and
retrieved. The memory 220 may include, for example,
random access memory, read-only memory, and persistent
storage. Persistent storage may be, for example, flash
memory, a solid-state drive or the like. Read-only memory
and persistent storage are a computer-readable medium. A
computer-readable medium may be organized using a file
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system such as may be administered by an operating system
governing overall operation of the example computing
device 200.

[0070] The input interface module 230 allows the example
computing device 200 to receive input signals. Input signals
may, for example, correspond to input received from a user.
The input interface module 230 may serve to interconnect
the example computing device 200 with one or more input
devices. Input signals may be received from input devices by
the input interface module 230. Input devices may, for
example, include one or more of a touchscreen input,
keyboard, trackball or the like. In some embodiments, all or
a portion of the input interface module 230 may be inte-
grated with an input device. For example, the input interface
module 230 may be integrated with one of the aforemen-
tioned example input devices.

[0071] The output interface module 240 allows the
example computing device 200 to provide output signals.
Some output signals may, for example, allow provision of
output to a user. The output interface module 240 may serve
to interconnect the example computing device 200 with one
or more output devices. Output signals may be sent to output
devices by output interface module 240. Output devices may
include, for example, a display screen such as, for example,
a liquid crystal display (LCD), a touchscreen display. Addi-
tionally, or alternatively, output devices may include devices
other than screens such as, for example, a speaker, indicator
lamps (such as, for example, light-emitting diodes (LEDs)),
and printers. In some embodiments, all or a portion of the
output interface module 240 may be integrated with an
output device. For example, the output interface module 240
may be integrated with one of the aforementioned example
output devices.

[0072] The communications module 250 allows the
example computing device 200 to communicate with other
electronic devices and/or various communications networks.
For example, the communications module 250 may allow
the example computing device 200 to send or receive
communications signals. Communications signals may be
sent or received according to one or more protocols or
according to one or more standards. For example, the
communications module 250 may allow the example com-
puting device 200 to communicate via a cellular data net-
work, such as for example, according to one or more
standards such as, for example, Global System for Mobile
Communications (GSM), Code Division Multiple Access
(CDMA), Evolution Data Optimized (EVDO), Long-term
Evolution (LTE) or the like. Additionally, or alternatively,
the communications module 250 may allow the example
computing device 200 to communicate using near-field
communication (NFC), via Wi-Fi (TM), via the Ethernet
family of network protocols, using Bluetooth (TM) or via
some combination of one or more networks or protocols.
Contactless payments may be made using NFC. In some
embodiments, all or a portion of the communications mod-
ule 250 may be integrated into a component of the example
computing device 200. For example, the communications
module may be integrated into a communications chipset.

[0073] Software instructions are executed by the processor
210 from a computer-readable medium. For example, soft-
ware may be loaded into random-access memory from
persistent storage within memory 220. Additionally, or alter-
natively, instructions may be executed by the processor 210
directly from read-only memory of the memory 220.
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[0074] FIG. 3 depicts a simplified organization of software
components stored in memory 220 of the example comput-
ing device 200. As illustrated, these software components
include, at least, application software 270 and an operating
system 280.

[0075] The application software 270 adapts the example
computing device 200, in combination with the operating
system 280, to operate as a device performing a particular
function. While a single application software 270 is illus-
trated in FIG. 3, in operation, the memory 220 may include
more than one application software and different application
software may perform different operations. Example appli-
cation software 270 includes the wallet application 1032
(FIG. 1), the web browser 1020 (FIG. 1), or the mobile
application 1022 (FIG. 1).

[0076] The operating system 280 is software. The operat-
ing system 280 allows the application software 270 to access
the processor 210, the memory 220, the input interface
module 230, the output interface module 240 and the com-
munications module 250. The operating system 280 may, for
example, be iOS™, Android™, Linux, Microsoft Win-
dows™., or the like.

[0077] Reference is now made to FIG. 4, which illustrates
an example blockchain 400. The blockchain 400 is a record
of validated transactions grouped into blocks and success-
fully “mined” by one of the mining nodes within a block-
chain network. Each block is immutable and is linked to the
previous block by way of incorporating a hash of the
previous block header within its own header. The function-
ing of a blockchain network and the variations possible
under different blockchain protocols will be appreciated by
those ordinarily skilled in the art.

[0078] A smart contract 402 may be implemented within
the blockchain 400. In some cases, like with the Ethereum
blockchain, the smart contract 402 may be executable code
recorded on chain and may include functions that are
available for execution by having those functions called in
subsequent transactions. In this example, the smart contract
402 relates to NFT generation and/or management. That is,
the smart contract 402 may have functions for minting
NFTs, determining/validating ownership of those NFTs,
transferring ownership of those NFTs from a current valid
owner to a new owner. It will be appreciated that “owner-
ship” is generally associated with an address, e.g. a public
key value which may sometime be referred to as a wallet
identifier or wallet address. A computing device that holds
the corresponding private key may be used to authenticate
the computing device as the owner of that public key,
thereby enabling the computing device to take actions with
respect to the “owned” NFT, such as transferring it to a
different wallet address.

[0079] When the smart contract 402 is used to mint NFTs,
the minting and ownership data for that NFT may be
recorded on the blockchain 400, as indicated by 4044, 4045,
404c, 4044 (collectively, 404). In some cases, the NFT data
recorded on-chain includes, for example, a unique NFT
identifier 406. In some instances, the NFT data recorded
on-chain may include one or more media files 410 or URI
link(s) to one or more media files that are the subject of the
NFT. The media files 410 may include, for example, an
image file, a video file, an audio file, or combinations
thereof.

[0080] The NFT data may further include one or more
NFT attributes 408 (shown as 408a, 4085, 408¢, . . . , 408x).
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The NFT attributes 408 may include contextual information
regarding the NFT, such as a minting date, a category, data
regarding the features or characteristics of the media file
410, or any other such attributes of the subject matter of the
NFT. The NFT attributes 408 may be in the form of a list of
name-value pairs, a hierarchical tree of name-value pairs, a
nested structure of attributes, a linked list, an array, or in any
other suitable data structure format.

[0081] The NFTs 404 minted and managed by the smart
contract 402 may be considered part of a collection of NFTs
in that they are all governed by the same smart contract 402.
In some cases, a collection of NFTs may be minted using
different smart contracts or using non-blockchain code for
generation of the NFTs and off-chain software for causing
recordal of the NFTs on chain in blockchain transactions.
Such NFTs may nevertheless be considered part of a single
collection of NFTs if they are linked in such a manner as to
form a collection, such as having a link or reference within
each NFT identifying those NFTs as belonging to a specific
collection. In one example, an NFT collection may have a
single NFT.

[0082] Reference will now be made to FIG. 5, which
shows, in flowchart form, one example method 500 for
on-location token-based access control. The method 500
may be implemented by a computing platform, such as an
e-commerce platform in some cases. In particular, the
method 500 may be implemented by way of suitably-
programmed software instructions stored in memory on a
computing device which, when executed by one or more
processors of the computing device, cause the computing
device to carry out the described operations. In some cases,
the method 500 may be implemented by one or more
computing systems forming an e-commerce platform or
system, such as the e-commerce system 1004 (FIG. 1)
and/or the on-location computing device 1042 (FIG. 1).
Although the following method 500 is described in the
context of an e-commerce implementation, it will be appre-
ciated that the operations of the method 500 may be gener-
alized to apply in applications and contexts other than
e-commerce.

[0083] The method 500 may be initiated during a session
between a user device and a computing system, such as an
e-commerce platform. In operation 502, the computing
system obtains a wallet address and a digital signature from
the user device. The wallet address and digital signature may
be received in reply to a challenge message sent by the
computing system in some cases. The digital signature may
result from the user device digitally signing the challenge
message using a private key securely stored on the user
device and corresponding to the public key associated with
the wallet address.

[0084] In operation 504, the computing system confirms
the digital signature (a valid digital signature evidencing
possession by the user device of the private key), thereby
authenticating the wallet address provided by the user
device. In some cases, the wallet address itself is the public
key. In some other cases, the wallet address is linked to the
public key. Some signature schemes, such as the elliptic
curve digital signature algorithm (ECDSA) commonly used
in some blockchain protocols, enable recovery of the public
key from the message and the digital signature of the
message. Once authenticated, the computing system has
confirmation that the user device holds the private key that
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corresponds to the wallet address, thus confirming that the
user of the user device owns the wallet address.

[0085] The computing system then stores the authenti-
cated wallet address in association with an identifier in
operation 506. The identifier is any unique data known to
both the user device and the computing system. The iden-
tifier, or a seed value for generating the identifier, may have
been passed from the user device to the computing system,
or from the computing system to the user device. In some
cases, the identifier is a session token or other data unique
to the session between the user device and the computing
system. The authenticated wallet address and identifier may
be stored by the computing system in association with other
data that points to the user or user device, such as a name,
account number, contact information, device identifier, or
the like. In some implementations the storage of the wallet
address and identifier is in a table or database indexed by the
other data, such as by user account number or user identifier.
[0086] Later, after termination of the session between the
user device and the computing system, the user attends a
location at which access control is implemented in associa-
tion with the computing system. In one example, the access
control may relate to a venue or event to which access is
restricted based on an access control rule. In another
example, the access control may relate to a product item
available for sale or for free to persons that pass an access
control rule. In a further example, the access control may
relate to a discount or other incentive available to persons at
a retail location that pass an access control rule. The access
control rule is a token-based access control rule where
ownership of one or more NFTs or NFTs having certain
attributes is the condition for passing the access control rule.
[0087] The location includes an on-location computing
device coupled to the computing system. The on-location
computing device is configured to receive data from user
devices at short range, such as through scanning QR codes,
NFC, or other such short-range communication mecha-
nisms.

[0088] In order to gain access to the restricted event or
item, the user of the user device causes the user device to
output identification data. The identification data may be
generated based on the identifier. In one example, the
identification data may be the identifier. In some cases, the
identification data may be encoded, such as within a QR
code or the like. In some cases, the identification data may
be a hash or other encoding of the identifier. In some cases,
the identification data may be a time-limited hash, such as a
hash of the identifier and a time-based element or nonce. The
output data may include the identification data generated
based on the identifier and another piece of identifying data,
such as a username, account number, device identifier,
wallet address, or other data.

[0089] In operation 508, the on-location computing device
obtains the identification data and the other piece of iden-
tifying data from the user device. It may do so through
scanning and decoding a QR code in some cases, or through
receiving and decoding an NFC communication, or through
some other short-range communication channel. The other
piece of identifying data may be used by the on-location
computing device or the computing system to locate the
corresponding wallet address and identifier in memory. In
operation 510, the on-location computing device or the
computing system determines whether the identification
data received from the user device corresponds to the stored
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identifier. For example, the computing system may indepen-
dently hash the stored identifier and time element so as to
generate a hash result that can be compared to the identifi-
cation data received from the user device. If the identifica-
tion data is confirmed as being generated from the identifier,
then the computing system has confirmed that the user
device is in possession of the identifier and, as such, is linked
to the pre-authenticated wallet address. Accordingly, the
computing system retrieves the pre-authenticated wallet
address, as indicated by operation 512.

[0090] If identification data is not received in operation
508 or is not validated as being generated based on a
recognised identifier in operation 510, then in operation 514,
the on-location computing device may initiate a wallet
connect operation with the user device in order to obtain and
verify wallet address information from the user device using
a process similar to that described above in connection with
operations 502 and 504. However, it may be appreciated that
this may require two-way communications between the
on-location computing device and the user device and may
introduce delay in the throughput of access control at the
location. In some cases, the on-location computing device
may output a failure notification, such as an audible tone or
visual display, and the method 500 may end.

[0091] If the authenticated wallet address has been
retrieved in operation 512 (or a newly-authenticated wallet
address is obtain as a result of operation 514), then in
operation 516 the on-location computing device and/or
computing system determine from blockchain data and an
access control rule whether the wallet address meets the
access condition. The condition may be that the wallet
address hold one or more particular NFTs or NFTs having
specified attributes. In one example, the condition may be
that the wallet address holds an NFT that represents a ticket
to access an event or venue. In another example, the con-
dition may be that the wallet address hold one or more NFTs
representing coupons, membership, or other such indicia of
entitlement to a discount or free item. In some cases, the
condition may be that the wallet hold an NFT from a certain
collection of NFTs that has one or more particular attributes.
[0092] The blockchain data may be blockchain data read
directly from the blockchain network, e.g. by searching the
blockchain for data regarding the wallet address and virtual
assets transferred to the wallet address. In some cases, the
computing system may query a blockchain indexing service
based on the wallet address and may receive in reply details
of the wallet address holdings. Such a service may monitor
the blockchain and maintain a searchable database of wallet
address holdings. In some cases, to speed on-location access
control operations, the computing system may provide the
on-location computing device with a database of wallet
address holdings detailing NFTs held by wallet addresses on
the blockchain. That static blockchain data may be periodi-
cally downloaded/updated by the computing system so as to
ensure the on-location computing device has a near real-time
state of the blockchain available, but does not need to wait
for the delay inherent in sending queries regarding a wallet
address to a remote server or service and awaiting a
response.

[0093] If the computing system or on-location computing
device determines that the authenticated wallet address
holds the requisite NFT(s) specified by the access condition,
then in operation 518 the on-location computing device
grants access. Granting access may include outputting a
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success notification, such as an audible signal, visual signal,
vibratory signal, etc., indicating that access is granted. In the
case of an automated turnstile, this may include a visual
signal (e.g. green light), an audible signal (e.g. upbeat
chime), and/or a mechanical signal (e.g. unlocking of a
physical gate).

[0094] Reference is now made to FIG. 6, which shows, in
flowchart form, one example method 600 of in-person
token-based gating. The method 600 may be implemented
by a computing system, such as the e-commerce system
1004 (FIG. 1), including an on-location computing device
configured to receive data from a user device over short
range. The data may be received through inductive commu-
nication, electromagnetic communication, or optical scan-
ning, as examples. In this particular example, the user device
is configured to display a QR code or other machine-
readable image encoding data, and the on-location comput-
ing device includes an image sensor and software operable
to detect the QR code or other machine-readable code and to
decode the encoded data from the image. The operations
below may be described as being performed by the on-
location computing device; however, it will be appreciated
that some of the described operations may be performed by
a computing system to which the computing device is
coupled and with which it may exchange data. The com-
puting system may be at the location or may be remote from
the location of the computing device. Communication
between the computing device and the computing system
may be by way of secure network connection.

[0095] In operation 602 the computing device receives
image data, including the QR code, using an imaging sensor
such as a camera. The computing device may be stationary
and the user device may be placed such that its screen
displaying the QR code is in the field of view of the camera,
or the computing device may be mobile (such as a smart-
phone or tablet) and an operator may position the computing
device so as to scan the QR code on the user device’s display
screen using the image sensor.

[0096] The computing device decodes the QR code to
obtain identification data and a user identifier in operation
604. The identification data is data that was generated by the
user device based on an identifier associated with the
pre-authentication of its blockchain wallet address by the
computing system. The user identifier is other data that is
uniquely associated with the user and/or the user device,
such as a name, account number with the computing system,
device identification number, mobile subscriber number,
wallet address, etc.

[0097] As described earlier, when the computing system
pre-authenticates a wallet address for a user based on
verification of a digital signature provided, it stores the
pre-authenticated wallet address together with a unique
identifier. The identifier may be a token or other string of
data in the possession of both the computing system and the
user device seeking pre-authentication. In some examples,
the identifier may be the session token for the session during
which pre-authentication occurs or a hash of the session
token. When the computing system stores the pre-authenti-
cated wallet address in association with the identifier, it may
further store that data in association with a user identifier.
The user identifier may be the user name, account number,
device identification number, etc.

[0098] Based on the user identifier received from the user
device, the computing device searches for a matching user
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identifier in the record or database of pre-authenticated
wallet addresses in operation 606. If it does not find a
pre-authenticated wallet address record that corresponds to
the user identifier provided, then it may determine that the
user device does not have a pre-authenticated wallet address
and may output an error signal in operation 608. The error
signal may be an audible, visual, and/or kinetic output to
notify the operator of the computing device and/or the user
of the user device that the pre-authenticated wallet address
was not found. In some cases, the user device and/or the
computing device may signal that a wallet authentication
operation should be initiated on the user device (not shown).

[0099] If, in operation 606, a record of a pre-authenticated
wallet address is found that corresponds to the user identifier
received, then in operation 610 the computing device
retrieves the pre-authenticated wallet address and the asso-
ciated identifier from memory. It then hashes the retrieved
identifier in operation 612. In this example, it hashes the
retrieved identifier together with a time-based data element.
A hashing algorithm specifies how the time-based data
element is determined and is implemented in both the user
device and the computing device so as to ensure both use the
same time-based data element. The input of the retrieved
identifier and the time-based data element into the hash
function produces a hash result. In operation 614, the
computing device then compares that hash result to the
identification data decoded from the QR code displayed by
the user device. If they do not match, then the computing
device may output an error signal in operation 616.

[0100] If the hash result and the identification data
obtained from the user device match, then the computing
device has determined that the user device is in possession
of the same identifier as the one stored in association with
the pre-authenticated wallet address. On this basis, the user
device showing the QR code is authenticated as being
associated with the pre-authenticated wallet address.
Accordingly, the computing device may then search block-
chain data based on the wallet address to determine whether
it holds the requisite token(s) for gaining access. In opera-
tion 618, the computing device sends a query for data
identifying tokens held by the wallet address. In some cases,
the query may be sent to a blockchain indexing node
configured to monitor the state of the blockchain and to
maintain an indexed database of wallet address holdings.
Other mechanisms may be used to determine the tokens held
by the wallet address based on blockchain data.

[0101] When a response is received to the query, the
computing device determines, based on the access condition
set by the access control rule, whether the wallet address
holds the required token or tokens, or a token having the
required attributes, as indicated by operation 620. If the
condition is not satisfied because the wallet address does not
have the required token(s), then an error signal may be
output in operation 622. If the condition is satisfied, then a
success signal may be output in operation 624. The success
signal may be an audible output, a visual output, a kinetic
output, and/or a mechanical operation in various implemen-
tations.

[0102] In any of the above-described example methods or
processes it will be understood that certain operations
described as occurring in sequence may be implemented in
a different sequence or carried out in parallel without
impacting the overall functioning of the method or process.
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Example E-commerce Platform

[0103] Although integration with a commerce platform is
not required, in some embodiments, the methods disclosed
herein may be performed on or in association with a com-
merce platform such as an e-commerce platform. Therefore,
an example of a commerce platform will be described.

[0104] FIG. 7 illustrates an example e-commerce platform
100, according to one embodiment. The e-commerce plat-
form 100 may be exemplary of the e-commerce system 1004
described with reference to FIG. 1. The e-commerce plat-
form 100 may be used to provide merchant products and
services to customers. While the disclosure contemplates
using the apparatus, system, and process to purchase prod-
ucts and services, for simplicity the description herein will
refer to products. All references to products throughout this
disclosure should also be understood to be references to
products and/or services, including, for example, physical
products, digital content (e.g., music, videos, games), soft-
ware, tickets, subscriptions, services to be provided, and the
like.

[0105] While the disclosure throughout contemplates that
a “merchant” and a “customer” may be more than individu-
als, for simplicity the description herein may generally refer
to merchants and customers as such. All references to
merchants and customers throughout this disclosure should
also be understood to be references to groups of individuals,
companies, corporations, computing entities, and the like,
and may represent for-profit or not-for-profit exchange of
products. Further, while the disclosure throughout refers to
“merchants” and “customers”, and describes their roles as
such, the e-commerce platform 100 should be understood to
more generally support users in an e-commerce environ-
ment, and all references to merchants and customers
throughout this disclosure should also be understood to be
references to users, such as where a user is a merchant-user
(e.g., a seller, retailer, wholesaler, or provider of products),
a customer-user (e.g., a buyer, purchase agent, consumet, or
user of products), a prospective user (e.g., a user browsing
and not yet committed to a purchase, a user evaluating the
e-commerce platform 100 for potential use in marketing and
selling products, and the like), a service provider user (e.g.,
a shipping provider 112, a financial provider, and the like),
a company or corporate user (e.g., a company representative
for purchase, sales, or use of products; an enterprise user; a
customer relations or customer management agent, and the
like), an information technology user, a computing entity
user (e.g., a computing bot for purchase, sales, or use of
products), and the like. Furthermore, it may be recognized
that while a given user may act in a given role (e.g., as a
merchant) and their associated device may be referred to
accordingly (e.g., as a merchant device) in one context, that
same individual may act in a different role in another context
(e.g., as a customer) and that same or another associated
device may be referred to accordingly (e.g., as a customer
device). For example, an individual may be a merchant for
one type of product (e.g., shoes), and a customer/consumer
of other types of products (e.g., groceries). In another
example, an individual may be both a consumer and a
merchant of the same type of product. In a particular
example, a merchant that trades in a particular category of
goods may act as a customer for that same category of goods
when they order from a wholesaler (the wholesaler acting as
merchant).
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[0106] The e-commerce platform 100 provides merchants
with online services/facilities to manage their business. The
facilities described herein are shown implemented as part of
the platform 100 but could also be configured separately
from the platform 100, in whole or in part, as stand-alone
services. Furthermore, such facilities may, in some embodi-
ments, may, additionally or alternatively, be provided by one
or more providers/entities.

[0107] Inthe example of FIG. 7, the facilities are deployed
through a machine, service or engine that executes computer
software, modules, program codes, and/or instructions on
one or more processors which, as noted above, may be part
of or external to the platform 100. Merchants may utilize the
e-commerce platform 100 for enabling or managing com-
merce with customers, such as by implementing an e-com-
merce experience with customers through an online store
138, applications 142A-B, channels 110A-B, and/or through
point-of-sale (POS) devices 152 in physical locations (e.g.,
a physical storefront or other location such as through a
kiosk, terminal, reader, printer, 3D printer, and the like).

[0108] A merchant may utilize the e-commerce platform
100 as a sole commerce presence with customers, or in
conjunction with other merchant commerce facilities, such
as through a physical store (e.g., “brick-and-mortar” retail
stores), a merchant off-platform website 104 (e.g., a com-
merce Internet website or other internet or web property or
asset supported by or on behalf of the merchant separately
from the e-commerce platform 100), an application 142B,
and the like. However, even these “other” merchant com-
merce facilities may be incorporated into or communicate
with the e-commerce platform 100, such as where POS
devices 152 in a physical store of a merchant are linked into
the e-commerce platform 100, where a merchant off-plat-
form website 104 is tied into the e-commerce platform 100,
such as, for example, through “buy buttons” that link content
from the merchant off platform website 104 to the online
store 138, or the like.

[0109] The online store 138 may represent a multi-tenant
facility comprising a plurality of virtual storefronts. In
embodiments, merchants may configure and/or manage one
or more storefronts in the online store 138, such as, for
example, through a merchant device 102 (e.g., computer,
laptop computer, mobile computing device, and the like),
and offer products to customers through a number of dif-
ferent channels 110A-B (e.g., an online store 138; an appli-
cation 142A-B; a physical storefront through a POS device
152; an electronic marketplace, such, for example, through
an electronic buy button integrated into a website or social
media channel such as on a social network, social media
page, social media messaging system; and/or the like). A
merchant may sell across channels 110A-B and then manage
their sales through the e-commerce platform 100, where
channels 110A may be provided as a facility or service
internal or external to the e-commerce platform 100. A
merchant may, additionally or alternatively, sell in their
physical retail store, at pop ups, through wholesale, over the
phone, and the like, and then manage their sales through the
e-commerce platform 100. A merchant may employ all or
any combination of these operational modalities. Notably, it
may be that by employing a variety of and/or a particular
combination of modalities, a merchant may improve the
probability and/or volume of sales. Throughout this disclo-
sure the terms online store 138 and storefront may be used
synonymously to refer to a merchant’s online e-commerce
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service offering through the e-commerce platform 100,
where an online store 138 may refer either to a collection of
storefronts supported by the e-commerce platform 100 (e.g.,
for one or a plurality of merchants) or to an individual
merchant’s storefront (e.g., a merchant’s online store).

[0110] In some embodiments, a customer may interact
with the platform 100 through a customer device 150 (e.g.,
computer, laptop computer, mobile computing device, or the
like), a POS device 152 (e.g., retail device, kiosk, automated
(self-service) checkout system, or the like), and/or any other
commerce interface device known in the art. The e-com-
merce platform 100 may enable merchants to reach custom-
ers through the online store 138, through applications 142A-
B, through POS devices 152 in physical locations (e.g., a
merchant’s storefront or elsewhere), to communicate with
customers via electronic communication facility 129, and/or
the like so as to provide a system for reaching customers and
facilitating merchant services for the real or virtual pathways
available for reaching and interacting with customers.

[0111] In some embodiments, and as described further
herein, the e-commerce platform 100 may be implemented
through a processing facility. Such a processing facility may
include a processor and a memory. The processor may be a
hardware processor. The memory may be and/or may
include a non-transitory computer-readable medium. The
memory may be and/or may include random access memory
(RAM) and/or persisted storage (e.g., magnetic storage).
The processing facility may store a set of instructions (e.g.,
in the memory) that, when executed, cause the e-commerce
platform 100 to perform the e-commerce and support func-
tions as described herein. The processing facility may be or
may be a part of one or more of a server, client, network
infrastructure, mobile computing platform, cloud computing
platform, stationary computing platform, and/or some other
computing platform, and may provide electronic connectiv-
ity and communications between and amongst the compo-
nents of the e-commerce platform 100, merchant devices
102, payment gateways 106, applications 142A-B , channels
110A-B, shipping providers 112, customer devices 150,
point-of-sale devices 152, etc. In some implementations, the
processing facility may be or may include one or more such
computing devices acting in concert. For example, it may be
that a plurality of co-operating computing devices serves
as/to provide the processing facility. The e-commerce plat-
form 100 may be implemented as or using one or more of a
cloud computing service, software as a service (SaaS),
infrastructure as a service (laaS), platform as a service
(PaaS), desktop as a service (DaaS), managed software as a
service (MSaaS), mobile backend as a service (MBaaS),
information technology management as a service (ITMaaS),
and/or the like. For example, it may be that the underlying
software implementing the facilities described herein (e.g.,
the online store 138) is provided as a service, and is centrally
hosted (e.g., and then accessed by users via a web browser
or other application, and/or through customer devices 150,
POS devices 152, and/or the like). In some embodiments,
elements of the e-commerce platform 100 may be imple-
mented to operate and/or integrate with various other plat-
forms and operating systems.

[0112] In some embodiments, the facilities of the e-com-
merce platform 100 (e.g., the online store 138) may serve
content to a customer device 150 (using data 134) such as,
for example, through a network connected to the e-com-
merce platform 100. For example, the online store 138 may

Jan. 11, 2024

serve or send content in response to requests for data 134
from the customer device 150, where a browser (or other
application) connects to the online store 138 through a
network using a network communication protocol (e.g., an
internet protocol). The content may be written in machine
readable language and may include Hypertext Markup Lan-
guage (HTML), template language, JavaScript, and the like,
and/or any combination thereof.

[0113] In some embodiments, online store 138 may be or
may include service instances that serve content to customer
devices and allow customers to browse and purchase the
various products available (e.g., add them to a cart, purchase
through a buy-button, and the like). Merchants may also
customize the look and feel of their website through a theme
system, such as, for example, a theme system where mer-
chants can select and change the look and feel of their online
store 138 by changing their theme while having the same
underlying product and business data shown within the
online store’s product information. It may be that themes can
be further customized through a theme editor, a design
interface that enables users to customize their website’ s
design with flexibility. Additionally, or alternatively, it may
be that themes can, additionally or alternatively, be custom-
ized using theme-specific settings such as, for example,
settings as may change aspects of a given theme, such as, for
example, specific colors, fonts, and pre-built layout
schemes. In some implementations, the online store may
implement a content management system for website con-
tent. Merchants may employ such a content management
system in authoring blog posts or static pages and publish
them to their online store 138, such as through blogs,
articles, landing pages, and the like, as well as configure
navigation menus. Merchants may upload images (e.g., for
products), video, content, data, and the like to the e-com-
merce platform 100, such as for storage by the system (e.g.,
as data 134). In some embodiments, the e-commerce plat-
form 100 may provide functions for manipulating such
images and content such as, for example, functions for
resizing images, associating an image with a product, adding
and associating text with an image, adding an image for a
new product variant, protecting images, and the like.

[0114] As described herein, the e-commerce platform 100
may provide merchants with sales and marketing services
for products through a number of different channels 110A-B,
including, for example, the online store 138, applications
142A-B, as well as through physical POS devices 152 as
described herein. The e-commerce platform 100 may, addi-
tionally or alternatively, include business support services
116, an administrator 114, a warehouse management system,
and the like associated with running an on-line business,
such as, for example, one or more of providing a domain
registration service 118 associated with their online store,
payment facility 120 for facilitating transactions with a
customer, shipping services 122 for providing customer
shipping options for purchased products, fulfillment services
for managing inventory, risk and insurance services 124
associated with product protection and liability, merchant
billing, and the like. Services 116 may be provided via the
e-commerce platform 100 or in association with external
facilities, such as through a payment gateway 106 for
payment processing, shipping providers 112 for expediting
the shipment of products, and the like.

[0115] In some embodiments, the e-commerce platform
100 may be configured with shipping services 122 (e.g.,
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through an e-commerce platform shipping facility or
through a third-party shipping carrier), to provide various
shipping-related information to merchants and/or their cus-
tomers such as, for example, shipping label or rate infor-
mation, real-time delivery updates, tracking, and/or the like.

[0116] FIG. 8 depicts a non-limiting embodiment for a
home page of an administrator 114. The administrator 114
may be referred to as an administrative console and/or an
administrator console. The administrator 114 may show
information about daily tasks, a store’s recent activity, and
the next steps a merchant can take to build their business. In
some embodiments, a merchant may log in to the adminis-
trator 114 via a merchant device 102 (e.g., a desktop
computer or mobile device), and manage aspects of their
online store 138, such as, for example, viewing the online
store’s 138 recent visit or order activity, updating the online
store’s 138 catalog, managing orders, and/or the like. In
some embodiments, the merchant may be able to access the
different sections of the administrator 114 by using a sidebar,
such as the one shown on FIG. 8. Sections of the adminis-
trator 114 may include various interfaces for accessing and
managing core aspects of a merchant’s business, including
orders, products, customers, available reports and discounts.
The administrator 114 may, additionally or alternatively,
include interfaces for managing sales channels for a store
including the online store 138, mobile application(s) made
available to customers for accessing the store (Mobile App),
POS devices, and/or a buy button. The administrator 114
may, additionally or alternatively, include interfaces for
managing applications (apps) installed on the merchant’s
account; and settings applied to a merchant’s online store
138 and account. A merchant may use a search bar to find
products, pages, or other information in their store.

[0117] More detailed information about commerce and
visitors to a merchant’s online store 138 may be viewed
through reports or metrics. Reports may include, for
example, acquisition reports, behavior reports, customer
reports, finance reports, marketing reports, sales reports,
product reports, and custom reports. The merchant may be
able to view sales data for different channels 110A-B from
different periods of time (e.g., days, weeks, months, and the
like), such as by using drop-down menus. An overview
dashboard may also be provided for a merchant who wants
a more detailed view of the store’s sales and engagement
data. An activity feed in the home metrics section may be
provided to illustrate an overview of the activity on the
merchant’s account. For example, by clicking on a “view all
recent activity” dashboard button, the merchant may be able
to see a longer feed of recent activity on their account. A
home page may show notifications about the merchant’s
online store 138, such as based on account status, growth,
recent customer activity, order updates, and the like. Noti-
fications may be provided to assist a merchant with navi-
gating through workflows configured for the online store
138, such as, for example, a payment workflow, an order
fulfillment workflow, an order archiving workflow, a return
workflow, and the like.

[0118] The e-commerce platform 100 may provide for a
communications facility 129 and associated merchant inter-
face for providing electronic communications and market-
ing, such as utilizing an electronic messaging facility for
collecting and analyzing communication interactions
between merchants, customers, merchant devices 102, cus-
tomer devices 150, POS devices 152, and the like, to
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aggregate and analyze the communications, such as for
increasing sale conversions, and the like. For instance, a
customer may have a question related to a product, which
may produce a dialog between the customer and the mer-
chant (or an automated processor-based agent/chatbot rep-
resenting the merchant), where the communications facility
129 is configured to provide automated responses to cus-
tomer requests and/or provide recommendations to the mer-
chant on how to respond such as, for example, to improve
the probability of a sale.

[0119] The e-commerce platform 100 may provide a
financial facility 120 for secure financial transactions with
customers, such as through a secure card server environ-
ment. The e-commerce platform 100 may store credit card
information, such as in payment card industry data (PCI)
environments (e.g., a card server), to reconcile financials,
bill merchants, perform automated clearing house (ACH)
transfers between the e-commerce platform 100 and a mer-
chant’s bank account, and the like. The financial facility 120
may also provide merchants and buyers with financial
support, such as through the lending of capital (e.g., lending
funds, cash advances, and the like) and provision of insur-
ance. In some embodiments, online store 138 may support a
number of independently administered storefronts and pro-
cess a large volume of transactional data on a daily basis for
a variety of products and services. Transactional data may
include any customer information indicative of a customer,
a customer account or transactions carried out by a customer
such as. for example, contact information, billing informa-
tion, shipping information, returns/refund information, dis-
count/offer information, payment information, or online
store events or information such as page views, product
search information (search keywords, click-through events),
product reviews, abandoned carts, and/or other transactional
information associated with business through the e-com-
merce platform 100. In some embodiments, the e-commerce
platform 100 may store this data in a data facility 134.
Referring again to FIG. 7, in some embodiments the e-com-
merce platform 100 may include a commerce management
engine 136 such as may be configured to perform various
workflows for task automation or content management
related to products, inventory, customers, orders, suppliers,
reports, financials, risk and fraud, and the like. In some
embodiments, additional functionality may, additionally or
alternatively, be provided through applications 142A-B to
enable greater flexibility and customization required for
accommodating an ever-growing variety of online stores,
POS devices, products, and/or services. Applications 142A
may be components of the e-commerce platform 100
whereas applications 142B may be provided or hosted as a
third-party service external to e-commerce platform 100.
The commerce management engine 136 may accommodate
store-specific workflows and in some embodiments, may
incorporate the administrator 114 and/or the online store
138.

[0120] Implementing functions as applications 142A-B
may enable the commerce management engine 136 to
remain responsive and reduce or avoid service degradation
or more serious infrastructure failures, and the like.

[0121] Although isolating online store data can be impor-
tant to maintaining data privacy between online stores 138
and merchants, there may be reasons for collecting and using
cross-store data, such as, for example, with an order risk
assessment system or a platform payment facility, both of



US 2024/0013199 Al

which require information from multiple online stores 138 to
perform well. In some embodiments, it may be preferable to
move these components out of the commerce management
engine 136 and into their own infrastructure within the
e-commerce platform 100.

[0122] Platform payment facility 120 is an example of a
component that utilizes data from the commerce manage-
ment engine 136 but is implemented as a separate compo-
nent or service. The platform payment facility 120 may
allow customers interacting with online stores 138 to have
their payment information stored safely by the commerce
management engine 136 such that they only have to enter it
once. When a customer visits a different online store 138,
even if they have never been there before, the platform
payment facility 120 may recall their information to enable
a more rapid and/or potentially less-error prone (e.g.,
through avoidance of possible mis-keying of their informa-
tion if they needed to instead re-enter it) checkout. This may
provide a cross-platform network effect, where the e-com-
merce platform 100 becomes more useful to its merchants
and buyers as more merchants and buyers join, such as
because there are more customers who checkout more often
because of the ease of use with respect to customer pur-
chases. To maximize the effect of this network, payment
information for a given customer may be retrievable and
made available globally across multiple online stores 138.
[0123] For functions that are not included within the
commerce management engine 136, applications 142A-B
provide a way to add features to the e-commerce platform
100 or individual online stores 138. For example, applica-
tions 142A-B may be able to access and modify data on a
merchant’s online store 138, perform tasks through the
administrator 114, implement new flows for a merchant
through a user interface (e.g., that is surfaced through
extensions/API), and the like. Merchants may be enabled to
discover and install applications 142A-B through applica-
tion search, recommendations, and support 128. In some
embodiments, the commerce management engine 136,
applications 142A-B, and the administrator 114 may be
developed to work together. For instance, application exten-
sion points may be built inside the commerce management
engine 136, accessed by applications 142A and 142B
through the interfaces 140B and 140A to deliver additional
functionality, and surfaced to the merchant in the user
interface of the administrator 114.

[0124] In some embodiments, applications 142A-B may
deliver functionality to a merchant through the interface
140A-B, such as where an application 142A-B is able to
surface transaction data to a merchant (e.g., App: “Engine,
surface my app data in the Mobile App or administrator
114”), and/or where the commerce management engine 136
is able to ask the application to perform work on demand
(Engine: “App, give me a local tax calculation for this
checkout™).

[0125] Applications 142A-B may be connected to the
commerce management engine 136 through an interface
140A-B (e.g., through REST (REpresentational State Trans-
fer) and/or GraphQL APIs) to expose the functionality
and/or data available through and within the commerce
management engine 136 to the functionality of applications.
For instance, the e-commerce platform 100 may provide API
interfaces 140A-B to applications 142A-B which may con-
nect to products and services external to the platform 100.
The flexibility offered through use of applications and APIs
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(e.g., as offered for application development) enable the
e-commerce platform 100 to better accommodate new and
unique needs of merchants or to address specific use cases
without requiring constant change to the commerce man-
agement engine 136. For instance, shipping services 122
may be integrated with the commerce management engine
136 through a shipping or carrier service API, thus enabling
the e-commerce platform 100 to provide shipping service
functionality without directly impacting code running in the
commerce management engine 136.

[0126] Depending on the implementation, applications
142A-B may utilize APIs to pull data on demand (e.g.,
customer creation events, product change events, or order
cancellation events, etc.) or have the data pushed when
updates occur. A subscription model may be used to provide
applications 142A-B with events as they occur or to provide
updates with respect to a changed state of the commerce
management engine 136. In some embodiments, when a
change related to an update event subscription occurs, the
commerce management engine 136 may post a request, such
as to a predefined callback URL. The body of this request
may contain a new state of the object and a description of the
action or event. Update event subscriptions may be created
manually, in the administrator facility 114, or automatically
(e.g., via the API 140A-B). In some embodiments, update
events may be queued and processed asynchronously from
a state change that triggered them, which may produce an
update event notification that is not distributed in real-time
or near-real time.

[0127] In some embodiments, the e-commerce platform
100 may provide one or more of application search, recom-
mendation and support 128. Application search, recommen-
dation and support 128 may include developer products and
tools to aid in the development of applications, an applica-
tion dashboard (e.g., to provide developers with a develop-
ment interface, to administrators for management of appli-
cations, to merchants for customization of applications, and
the like), facilities for installing and providing permissions
with respect to providing access to an application 142A-B
(e.g., for public access, such as where criteria must be met
before being installed, or for private use by a merchant),
application searching to make it easy for a merchant to
search for applications 142A-B that satisfy a need for their
online store 138, application recommendations to provide
merchants with suggestions on how they can improve the
user experience through their online store 138, and the like.
In some embodiments, applications 142A-B may be
assigned an application identifier (ID), such as for linking to
an application (e.g., through an API), searching for an
application, making application recommendations, and the
like.

[0128] Applications 142A-B may be grouped roughly into
three categories: customer-facing applications, merchant-
facing applications, integration applications, and the like.
Customer-facing applications 142A-B may include an
online store 138 or channels 110A-B that are places where
merchants can list products and have them purchased (e.g.,
the online store, applications for flash sales (e.g., merchant
products or from opportunistic sales opportunities from
third-party sources), a mobile store application, a social
media channel, an application for providing wholesale pur-
chasing, and the like). Merchant-facing applications 142A-B
may include applications that allow the merchant to admin-
ister their online store 138 (e.g., through applications related
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to the web or website or to mobile devices), run their
business (e.g., through applications related to POS devices),
to grow their business (e.g., through applications related to
shipping (e.g., drop shipping), use of automated agents, use
of process flow development and improvements), and the
like. Integration applications may include applications that
provide useful integrations that participate in the running of
a business, such as shipping providers 112 and payment
gateways 106.

[0129] As such, the e-commerce platform 100 can be
configured to provide an online shopping experience
through a flexible system architecture that enables mer-
chants to connect with customers in a flexible and transpar-
ent manner. A typical customer experience may be better
understood through an embodiment example purchase
workflow, where the customer browses the merchant’s prod-
ucts on a channel 110A-B, adds what they intend to buy to
their cart, proceeds to checkout, and pays for the content of
their cart resulting in the creation of an order for the
merchant. The merchant may then review and fulfill (or
cancel) the order. The product is then delivered to the
customer. If the customer is not satisfied, they might return
the products to the merchant.

[0130] In an example embodiment, a customer may
browse a merchant’s products through a number of different
channels 110A-B such as, for example, the merchant’s
online store 138, a physical storefront through a POS device
152; an electronic marketplace, through an electronic buy
button integrated into a website or a social media channel).
In some cases, channels 110A-B may be modeled as appli-
cations 142A-B. A merchandising component in the com-
merce management engine 136 may be configured for
creating, and managing product listings (using product data
objects or models for example) to allow merchants to
describe what they want to sell and where they sell it. The
association between a product listing and a channel may be
modeled as a product publication and accessed by channel
applications, such as via a product listing API. A product
may have many attributes and/or characteristics, like size
and color, and many variants that expand the available
options into specific combinations of all the attributes, like
a variant that is size extra-small and green, or a variant that
is size large and blue. Products may have at least one variant
(e.g., a “default variant™) created for a product without any
options. To facilitate browsing and management, products
may be grouped into collections, provided product identifi-
ers (e.g., stock keeping unit (SKU)) and the like. Collections
of products may be built by either manually categorizing
products into one (e.g., a custom collection), by building
rulesets for automatic classification (e.g., a smart collection),
and the like. Product listings may include 2D images, 3D
images or models, which may be viewed through a virtual or
augmented reality interface, and the like.

[0131] In some embodiments, a shopping cart object is
used to store or keep track of the products that the customer
intends to buy. The shopping cart object may be channel
specific and can be composed of multiple cart line items,
where each cart line item tracks the quantity for a particular
product variant. Since adding a product to a cart does not
imply any commitment from the customer or the merchant,
and the expected lifespan of a cart may be in the order of
minutes (not days), cart objects/data representing a cart may
be persisted to an ephemeral data store.
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[0132] The customer then proceeds to checkout. A check-
out object or page generated by the commerce management
engine 136 may be configured to receive customer informa-
tion to complete the order such as the customer’s contact
information, billing information and/or shipping details. If
the customer inputs their contact information but does not
proceed to payment, the e-commerce platform 100 may
(e.g., via an abandoned checkout component) transmit a
message to the customer device 150 to encourage the
customer to complete the checkout. For those reasons,
checkout objects can have much longer lifespans than cart
objects (hours or even days) and may therefore be persisted.
Customers then pay for the content of their cart resulting in
the creation of an order for the merchant. In some embodi-
ments, the commerce management engine 136 may be
configured to communicate with various payment gateways
and services 106 (e.g., online payment systems, mobile
payment systems, digital wallets, credit card gateways) via
a payment processing component. The actual interactions
with the payment gateways 106 may be provided through a
card server environment. At the end of the checkout process,
an order is created. An order is a contract of sale between the
merchant and the customer where the merchant agrees to
provide the goods and services listed on the order (e.g., order
line items, shipping line items, and the like) and the cus-
tomer agrees to provide payment (including taxes). Once an
order is created, an order confirmation notification may be
sent to the customer and an order placed notification sent to
the merchant via a notification component. Inventory may
be reserved when a payment processing job starts to avoid
over-selling (e.g., merchants may control this behavior using
an inventory policy or configuration for each variant).
Inventory reservation may have a short time span (minutes)
and may need to be fast and scalable to support flash sales
or “drops”, which are events during which a discount,
promotion or limited inventory of a product may be offered
for sale for buyers in a particular location and/or for a
particular (usually short) time. The reservation is released if
the payment fails. When the payment succeeds, and an order
is created, the reservation is converted into a permanent
(long-term) inventory commitment allocated to a specific
location. An inventory component of the commerce man-
agement engine 136 may record where variants are stocked,
and may track quantities for variants that have inventory
tracking enabled. It may decouple product variants (a cus-
tomer-facing concept representing the template of a product
listing) from inventory items (a merchant-facing concept
that represents an item whose quantity and location is
managed). An inventory level component may keep track of
quantities that are available for sale, committed to an order
or incoming from an inventory transfer component (e.g.,
from a vendor).

[0133] The merchant may then review and fulfill (or
cancel) the order. A review component of the commerce
management engine 136 may implement a business process
merchant’s use to ensure orders are suitable for fulfillment
before actually fulfilling them. Orders may be fraudulent,
require verification (e.g., ID checking), have a payment
method which requires the merchant to wait to make sure
they will receive their funds, and the like. Risks and rec-
ommendations may be persisted in an order risk model.
Order risks may be generated from a fraud detection tool,
submitted by a third-party through an order risk API, and the
like. Before proceeding to fulfillment, the merchant may
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need to capture the payment information (e.g., credit card
information) or wait to receive it (e.g., via a bank transfer,
check, and the like) before it marks the order as paid. The
merchant may now prepare the products for delivery. In
some embodiments, this business process may be imple-
mented by a fulfillment component of the commerce man-
agement engine 136. The fulfillment component may group
the line items of the order into a logical fulfillment unit of
work based on an inventory location and fulfillment service.
The merchant may review, adjust the unit of work, and
trigger the relevant fulfillment services, such as through a
manual fulfillment service (e.g., at merchant managed loca-
tions) used when the merchant picks and packs the products
in a box, purchase a shipping label and input its tracking
number, or just mark the item as fulfilled. Alternatively, an
API fulfillment service may trigger a third-party application
or service to create a fulfillment record for a third-party
fulfillment service. Other possibilities exist for fulfilling an
order. If the customer is not satisfied, they may be able to
return the product(s) to the merchant. The business process
merchants may go through to “un-sell” an item may be
implemented by a return component. Returns may consist of
a variety of different actions, such as a restock, where the
product that was sold actually comes back into the business
and is sellable again; a refund, where the money that was
collected from the customer is partially or fully returned; an
accounting adjustment noting how much money was
refunded (e.g., including if there was any restocking fees or
goods that weren’t returned and remain in the customer’s
hands); and the like. A return may represent a change to the
contract of sale (e.g., the order), and where the e-commerce
platform 100 may make the merchant aware of compliance
issues with respect to legal obligations (e.g., with respect to
taxes). In some embodiments, the e-commerce platform 100
may enable merchants to keep track of changes to the
contract of sales over time, such as implemented through a
sales model component (e.g., an append-only date-based
ledger that records sale-related events that happened to an
item).

Implementations

[0134] The methods and systems described herein may be
deployed in part or in whole through a machine that executes
computer software, program codes, and/or instructions on a
processor. The processor may be part of a server, cloud
server, client, network infrastructure, mobile computing
platform, stationary computing platform, or other computing
platform. A processor may be any kind of computational or
processing device capable of executing program instruc-
tions, codes, binary instructions and the like. The processor
may be or include a signal processor, digital processor,
embedded processor, microprocessor or any variant such as
a co-processor (math co-processor, graphic co-processor,
communication co-processor and the like) and the like that
may directly or indirectly facilitate execution of program
code or program instructions stored thereon. In addition, the
processor may enable execution of multiple programs,
threads, and codes. The threads may be executed simulta-
neously to enhance the performance of the processor and to
facilitate simultaneous operations of the application. By way
of implementation, methods, program codes, program
instructions and the like described herein may be imple-
mented in one or more threads. The thread may spawn other
threads that may have assigned priorities associated with
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them; the processor may execute these threads based on
priority or any other order based on instructions provided in
the program code. The processor may include memory that
stores methods, codes, instructions and programs as
described herein and elsewhere. The processor may access a
storage medium through an interface that may store meth-
ods, codes, and instructions as described herein and else-
where. The storage medium associated with the processor
for storing methods, programs, codes, program instructions
or other type of instructions capable of being executed by the
computing or processing device may include but may not be
limited to one or more of a CD-ROM, DVD, memory, hard
disk, flash drive, RAM, ROM, cache and the like.

[0135] A processor may include one or more cores that
may enhance speed and performance of a multiprocessor. In
some embodiments, the process may be a dual core proces-
sor, quad core processors, other chip-level multiprocessor
and the like that combine two or more independent cores
(called a die).

[0136] The methods and systems described herein may be
deployed in part or in whole through a machine that executes
computer software on a server, cloud server, client, firewall,
gateway, hub, router, or other such computer and/or net-
working hardware. The software program may be associated
with a server that may include a file server, print server,
domain server, internet server, intranet server and other
variants such as secondary server, host server, distributed
server and the like. The server may include one or more of
memories, processors, computer readable media, storage
media, ports (physical and virtual), communication devices,
and interfaces capable of accessing other servers, clients,
machines, and devices through a wired or a wireless
medium, and the like. The methods, programs or codes as
described herein and elsewhere may be executed by the
server. In addition, other devices required for execution of
methods as described in this application may be considered
as a part of the infrastructure associated with the server.
[0137] The server may provide an interface to other
devices including, without limitation, clients, other servers,
printers, database servers, print servers, file servers, com-
munication servers, distributed servers and the like. Addi-
tionally, this coupling and/or connection may facilitate
remote execution of programs across the network. The
networking of some or all of these devices may facilitate
parallel processing of a program or method at one or more
locations without deviating from the scope of the disclosure.
In addition, any of the devices attached to the server through
an interface may include at least one storage medium
capable of storing methods, programs, code and/or instruc-
tions. A central repository may provide program instructions
to be executed on different devices. In this implementation,
the remote repository may act as a storage medium for
program code, instructions, and programs.

[0138] The software program may be associated with a
client that may include a file client, print client, domain
client, internet client, intranet client and other variants such
as secondary client, host client, distributed client and the
like. The client may include one or more of memories,
processors, computer readable media, storage media, ports
(physical and virtual), communication devices, and inter-
faces capable of accessing other clients, servers, machines,
and devices through a wired or a wireless medium, and the
like. The methods, programs or codes as described herein
and elsewhere may be executed by the client. In addition,
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other devices required for execution of methods as described
in this application may be considered as a part of the
infrastructure associated with the client.

[0139] The client may provide an interface to other
devices including, without limitation, servers, other clients,
printers, database servers, print servers, file servers, com-
munication servers, distributed servers and the like. Addi-
tionally, this coupling and/or connection may facilitate
remote execution of programs across the network. The
networking of some or all of these devices may facilitate
parallel processing of a program or method at one or more
locations without deviating from the scope of the disclosure.
In addition, any of the devices attached to the client through
an interface may include at least one storage medium
capable of storing methods, programs, applications, code
and/or instructions. A central repository may provide pro-
gram instructions to be executed on different devices. In this
implementation, the remote repository may act as a storage
medium for program code, instructions, and programs.
[0140] The methods and systems described herein may be
deployed in part or in whole through network infrastruc-
tures. The network infrastructure may include elements such
as computing devices, servers, routers, hubs, firewalls, cli-
ents, personal computers, communication devices, routing
devices and other active and passive devices, modules
and/or components as known in the art. The computing
and/or non-computing device(s) associated with the network
infrastructure may include, apart from other components, a
storage medium such as flash memory, buffer, stack, RAM,
ROM and the like. The processes, methods, program codes,
instructions described herein and elsewhere may be
executed by one or more of the network infrastructural
elements.

[0141] The methods, program codes, and instructions
described herein and elsewhere may be implemented in
different devices which may operate in wired or wireless
networks. Examples of wireless networks include 4th Gen-
eration (4G) networks (e.g., Long-Term Evolution (LTE)) or
Generation (5G) networks, as well as non-cellular networks
such as Wireless Local Area Networks (WLANs). However,
the principles described therein may equally apply to other
types of networks.

[0142] The operations, methods, programs codes, and
instructions described herein and elsewhere may be imple-
mented on or through mobile devices. The mobile devices
may include navigation devices, cell phones, mobile phones,
mobile personal digital assistants, laptops, palmtops, net-
books, pagers, electronic books readers, music players and
the like. These devices may include, apart from other
components, a storage medium such as a flash memory,
buffer, RAM, ROM and one or more computing devices.
The computing devices associated with mobile devices may
be enabled to execute program codes, methods, and instruc-
tions stored thereon. Alternatively, the mobile devices may
be configured to execute instructions in collaboration with
other devices. The mobile devices may communicate with
base stations interfaced with servers and configured to
execute program codes. The mobile devices may commu-
nicate on a peer-to-peer network, mesh network, or other
communications network. The program code may be stored
on the storage medium associated with the server and
executed by a computing device embedded within the
server. The base station may include a computing device and
a storage medium. The storage device may store program
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codes and instructions executed by the computing devices
associated with the base station.

[0143] The computer software, program codes, and/or
instructions may be stored and/or accessed on machine
readable media that may include: computer components,
devices, and recording media that retain digital data used for
computing for some interval of time; semiconductor storage
known as random access memory (RAM); mass storage
typically for more permanent storage, such as optical discs,
forms of magnetic storage like hard disks, tapes, drums,
cards and other types; processor registers, cache memory,
volatile memory, non-volatile memory; optical storage such
as CD, DVD; removable media such as flash memory (e.g.,
USB sticks or keys), floppy disks, magnetic tape, paper tape,
punch cards, standalone RAM disks, Zip drives, removable
mass storage, off-line, and the like; other computer memory
such as dynamic memory, static memory, read/write storage,
mutable storage, read only, random access, sequential
access, location addressable, file addressable, content
addressable, network attached storage, storage area network,
bar codes, magnetic ink, and the like.

[0144] The methods and systems described herein may
transform physical and/or or intangible items from one state
to another. The methods and systems described herein may
also transform data representing physical and/or intangible
items from one state to another, such as from usage data to
a normalized usage dataset.

[0145] The elements described and depicted herein,
including in flow charts and block diagrams throughout the
figures, imply logical boundaries between the elements.
However, according to software or hardware engineering
practices, the depicted elements and the functions thereof
may be implemented on machines through computer execut-
able media having a processor capable of executing program
instructions stored thereon as a monolithic software struc-
ture, as standalone software modules, or as modules that
employ external routines, code, services, and so forth, or any
combination of these, and all such implementations may be
within the scope of the present disclosure. Examples of such
machines may include, but may not be limited to, personal
digital assistants, laptops, personal computers, mobile
phones, other handheld computing devices, medical equip-
ment, wired or wireless communication devices, transduc-
ers, chips, calculators, satellites, tablet PCs, electronic
books, gadgets, electronic devices, devices having artificial
intelligence, computing devices, networking equipment,
servers, routers and the like. Furthermore, the elements
depicted in the flow chart and block diagrams or any other
logical component may be implemented on a machine
capable of executing program instructions. Thus, while the
foregoing drawings and descriptions set forth functional
aspects of the disclosed systems, no particular arrangement
of software for implementing these functional aspects
should be inferred from these descriptions unless explicitly
stated or otherwise clear from the context. Similarly, it will
be appreciated that the various steps identified and described
above may be varied, and that the order of steps may be
adapted to particular applications of the techniques disclosed
herein. All such variations and modifications are intended to
fall within the scope of this disclosure. As such, the depic-
tion and/or description of an order for various steps should
not be understood to require a particular order of execution
for those steps, unless required by a particular application, or
explicitly stated or otherwise clear from the context.
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[0146] The methods and/or processes described above,
and steps thereof, may be realized in hardware, software or
any combination of hardware and software suitable for a
particular application. The hardware may include a general-
purpose computer and/or dedicated computing device or
specific computing device or particular aspect or component
of a specific computing device. The processes may be
realized in one or more microprocessors, microcontrollers,
embedded microcontrollers, programmable digital signal
processors or other programmable devices, along with inter-
nal and/or external memory. The processes may also, or
instead, be embodied in an application specific integrated
circuit, a programmable gate array, programmable array
logic, or any other device or combination of devices that
may be configured to process electronic signals. It will
further be appreciated that one or more of the processes may
be realized as a computer executable code capable of being
executed on a machine-readable medium.

[0147] The computer executable code may be created
using a structured programming language such as C, an
object oriented programming language such as C++, or any
other high-level or low-level programming language (in-
cluding assembly languages, hardware description lan-
guages, and database programming languages and technolo-
gies) that may be stored, compiled or interpreted to run on
one of the above devices, as well as heterogeneous combi-
nations of processors, processor architectures, or combina-
tions of different hardware and software, or any other
machine capable of executing program instructions.

[0148] Thus, in one aspect, each method described above,
and combinations thereof may be embodied in computer
executable code that, when executing on one or more
computing devices, performs the steps thereof. In another
aspect, the methods may be embodied in systems that
perform the steps thereof and may be distributed across
devices in a number of ways, or all of the functionality may
be integrated into a dedicated, standalone device or other
hardware. In another aspect, the means for performing the
steps associated with the processes described above may
include any of the hardware and/or software described
above. All such permutations and combinations are intended
to fall within the scope of the present disclosure.

1. A computer-implemented method, comprising:

receiving, at a computing system, a digital signature and
a wallet address;

validating the digital signature and, based on validation,
storing the wallet address in association with an iden-
tifier;

receiving, from a user device, an access request including
identification data, the identification data purporting to
be based on the identifier;

confirming that the identification data is based on the
identifier;

responsive to confirming that the identification data is
based on the identifier, retrieving the wallet address
associated with the identifier;

determining, based on blockchain data from a blockchain
network, that the wallet address is associated with one
or more tokens and that the one or more tokens satisfy
an access condition associated with the access request;
and

responsive to determining that the wallet address is asso-
ciated with the one or more tokens and that the one or
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more tokens satisfy the access condition associated
with the access request, performing an action.

2. The method of claim 1, wherein the access request is
received from the user device via a short-range communi-
cation module in a computing device coupled to the com-
puting system.

3. The method of claim 2, wherein performing an action
includes outputting a success signal at the computing device
coupled to the computing system.

4. The method of claim 3, wherein outputting includes
outputting an audio-visual signal on the computing device.

5. The method of claim 2, wherein the short range
communication module includes a scanning device and
wherein the identification data includes a hash of the iden-
tifier.

6. The method of claim 5, wherein the scanning device
includes an optical scanning device configured to obtain a
QR code displayed on the user device, wherein the QR code
encodes the identification data.

7. The method of claim 1, wherein the identification data
is generated by the user device using the identifier and a
nonce, and wherein confirming includes:

independently generating the nonce;

hashing the nonce together with the identifier stored in

association with the wallet address to obtain a hash
result; and

confirming that the hash result matches the identification

data received.

8. The method of claim 7, wherein the nonce is time-
based.

9. The method of claim 1, wherein storing includes storing
the wallet address and the identifier in association with a
user identifier, wherein receiving the access request further
includes receiving the user identifier, and wherein confirm-
ing further includes retrieving the identifier from memory
based on the user identifier. The method of claim 9, wherein
the user identifier includes a device identifier or a user
account identifier for a user account on the computing
system.

11. The method of claim 10, wherein the computing
system is an e-commerce system, the user identifier is the
user account identifier for the user account on the e-com-
merce system, and wherein the user account identifier is
associated with an e-commerce application on the user
device.

12. The method of claim 1, wherein receiving the access
request includes receiving the access request from the user
device by an on-location computing device coupled to the
computing system, wherein the on-location computing
device includes an image sensor and receiving includes
detecting a machine-readable code displayed on a display
screen of the user device.

13. The method of claim 12, wherein the on-location
computing device is one of an automated turnstile, a hand-
held scanning device, a smartphone, a tablet, or a point-of-
sale device.

14. The method of claim 1, wherein the access request
includes a request to obtain a limited access item or a request
to enter a limited access event.

15. A computing system, comprising:

one or more processing units;

one or more data storage units; and
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memory storing processor-executable instructions that,

when executed by the one or more processing units, are

to cause the processing units to:

receive, at a computing system, a digital signature and
a wallet address;

validate the digital signature and, based on validation,
store the wallet address in association with an iden-
tifier;

receive, from a user device, an access request including
identification data, the identification data purporting
to be based on the identifier;

confirm that the identification data is based on the
identifier;

responsive to confirming that the identification data is
based on the identifier, retrieve the wallet address
associated with the identifier;

determine, based on blockchain data from a blockchain
network, that the wallet address is associated with
one or more tokens and that the one or more tokens
satisfy an access condition associated with the access
request; and

responsive to determining that the wallet address is
associated with the one or more tokens and that the
one or more tokens satisfy the access condition
associated with the access request, perform an
action.

16. The computing system of claim 15, wherein the access
request is received from the user device via a short-range
communication module in a computing device coupled to
the computing system.

17. The computing system of claim 15, wherein the
instructions, when executed, are to cause the one or more
processing units to receive the access request by receiving
the access request from the user device by an on-location
computing device coupled to the computing system, wherein
the on-location computing device includes an image sensor,
and wherein receiving includes detecting a machine-read-
able code displayed on a display screen of the user device.

18. The computing system of claim 15, wherein the
instructions, when executed, are to cause the one or more
processing units to store the wallet address and the identifier
in association with a user identifier, and wherein the instruc-
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tions, when executed, are to cause the one or more process-
ing units to receive the access request by further receiving
the user identifier and to retrieve the identifier from memory
based on the user identifier.

19. The computing system of claim 15 wherein the
identification data is generated by the user device using the
identifier and a nonce, and wherein the instructions, when
executed, are to cause the one or more processing units to
confirm by:

independently generating the nonce;

hashing the nonce together with the identifier stored in

association with the wallet address to obtain a hash
result; and

confirming that the hash result matches the identification

data received.

20. A non-transitory computer-readable media storing
processor-executable instructions, wherein the instructions,
when executed, are to cause one or more processing units to:

receive, at a computing system, a digital signature and a

wallet address;

validate the digital signature and, based on validation,

store the wallet address in association with an identi-
fier;

receive, from a user device, an access request including

identification data, the identification data purporting to
be based on the identifier;

confirm that the identification data is based on the iden-

tifier;

responsive to confirming that the identification data is

based on the identifier, retrieve the wallet address
associated with the identifier;

determine, based on blockchain data from a blockchain

network, that the wallet address is associated with one
or more tokens and that the one or more tokens satisty
an access condition associated with the access request;
and

responsive to determining that the wallet address is asso-

ciated with the one or more tokens and that the one or
more tokens satisfy the access condition associated
with the access request, perform an action.

#* #* #* #* #*



